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Abstract—Network Intrusion Detection Systems (NIDS) are a critical line of defense against the growing volume
and sophistication of cyberattacks targeting modern networked infrastructure. Traditional signature-based and
shallow machine learning (ML) based intrusion detection methods struggle to identify novel, zero-day, and
encrypted attack patterns, as they largely depend on static rules or hand-crafted statistical features. To address
these limitations, this paper proposes a hybrid deep learning framework that combines Convolutional Neural
Networks (CNN) for spatial feature extraction with Long Short-Term Memory (LSTM) networks for temporal
pattern learning, enabling the model to capture both structural and sequential characteristics of network traffic
flows. The proposed CNN-LSTM framework is evaluated on a combined NSL-KDD and CICIDS2017 dataset
comprising both benign and multiple categories of malicious traffic (DoS, Probe, R2L, U2R, and Botnet).
Extensive preprocessing, including normalization, categorical encoding, and information-gain based feature
selection, was applied to obtain 22 highly discriminative flow-based features. Experimental results show that the
proposed hybrid model achieves a classification accuracy of 99.1%, outperforming Naive Bayes, Decision Tree,
Random Forest, SVM, standalone CNN, and standalone LSTM classifiers evaluated under identical conditions.
The results demonstrate that combining spatial and temporal deep learning components yields a robust, low-
latency, and highly accurate intrusion detection framework suitable for deployment in real-time cybersecurity
monitoring environments.
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I. INTRODUCTION

The rapid expansion of networked systems, cloud infrastructure, and Internet of Things (IoT) devices has
significantly increased the attack surface available to malicious actors. Network Intrusion Detection Systems
(NIDS) play a central role in identifying unauthorized access, denial-of-service attempts, and other malicious
activities before they cause significant damage to organizational assets. Conventional intrusion detection
approaches are broadly classified into signature-based and anomaly-based methods. Signature-based systems
compare incoming traffic against a database of known attack patterns and, while effective against previously
catalogued threats, are inherently unable to detect novel or zero-day attacks [1]. Anomaly-based systems, in
contrast, attempt to model normal network behavior and flag deviations, but often suffer from high false-positive
rates when traffic patterns are highly dynamic [2].

Machine learning has been widely investigated as a means of improving intrusion detection accuracy by
learning discriminative patterns directly from network flow data rather than relying on static rules. Classical
algorithms such as Decision Trees, Random Forest, and Support Vector Machines have demonstrated reasonable
success on benchmark datasets; however, these shallow models typically rely on manually engineered statistical
features and are limited in their ability to capture complex, non-linear, and temporal relationships that characterize
modern multi-stage attacks [3]. Deep learning architectures, particularly Convolutional Neural Networks (CNN)
and Recurrent Neural Networks such as Long Short-Term Memory (LSTM) networks, have shown considerable
promise in automatically learning hierarchical feature representations directly from raw or minimally processed
traffic data [4]. CNNs are particularly effective at capturing local spatial correlations among traffic features, while
LSTM networks are well suited to modeling sequential dependencies across consecutive network flows, which is
important given that many attacks, such as Denial-of-Service (DoS) and Probe attacks, manifest as temporally
correlated bursts of activity.

This paper proposes a hybrid CNN-LSTM based deep learning framework for network intrusion
detection that combines the spatial feature extraction capability of CNNs with the temporal sequence modeling
capability of LSTM networks. The proposed framework is designed to detect both known and previously unseen
attack categories with high accuracy while maintaining low inference latency suitable for near real-time
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deployment. This study makes the following key contributions. First, a hybrid CNN-LSTM architecture is
proposed that jointly exploits spatial and temporal characteristics of network traffic, improving detection
performance over standalone deep learning and classical ML models. Second, an information-gain based feature
selection strategy is employed to reduce the original feature space to 22 highly discriminative flow-based
attributes, lowering computational overhead without sacrificing accuracy. Third, a comprehensive comparative
evaluation of six baseline algorithms and the proposed hybrid model is conducted on a combined NSL-KDD and
CICIDS2017 dataset, demonstrating that the proposed framework achieves a classification accuracy of 99.1%,
along with favorable precision, recall, and inference-time characteristics for practical cybersecurity deployment.

II. LITERATURE REVIEW

A substantial body of research has explored the application of machine learning and deep learning
techniques to network intrusion detection. Kumar and Singh evaluated ensemble-based classifiers on the NSL-
KDD dataset and reported that Random Forest consistently outperformed individual classifiers in terms of
detection accuracy and robustness to noisy features [3]. Vinayakumar et al. proposed a deep neural network based
intrusion detection framework and demonstrated that deep architectures generalize better than shallow ML models
across multiple benchmark datasets [4]. Yin et al. applied Recurrent Neural Networks to intrusion detection and
showed that modeling the sequential nature of network traffic significantly improves detection of multi-stage and
time-correlated attacks [5]. Kim et al. proposed a CNN-based intrusion detection model that transforms network
flow records into image-like representations, enabling convolutional filters to extract discriminative spatial
patterns from traffic features [6].

Several studies have investigated hybrid deep learning architectures. Wang et al. combined CNN and
LSTM layers for malware traffic classification, reporting that the hybrid architecture captured both spatial and
temporal traffic characteristics more effectively than either component used independently [7]. Bhattacharya et
al. proposed a hybrid PCA and firefly-optimized deep neural network for intrusion detection, achieving improved
feature compression and classification accuracy [8]. Fu et al. evaluated a CNN-LSTM framework on the
CICIDS2017 dataset, reporting strong performance in detecting DoS, Botnet, and Web Attack categories
compared to shallow classifiers [9]. Khan et al. reviewed deep learning approaches to intrusion detection and
identified limited real-time evaluation, high computational cost, and dataset imbalance as recurring challenges
across the surveyed literature [10]. Al-Emadi et al. proposed a GAN-augmented CNN framework to address class
imbalance issues common in intrusion detection datasets, improving minority-class detection performance [11].
Wisanwanichthan and Thammawichai investigated a double-layered hybrid model combining Naive Bayes and
SVM classifiers, achieving improved detection of rare attack types such as U2R and R2L [12]. Ahmim et al.
proposed a hierarchical ensemble intrusion detection scheme and demonstrated that combining multiple classifiers
in a layered architecture reduces false alarm rates relative to single-classifier baselines [13]. Zhang et al. further
explored attention-augmented LSTM models for intrusion detection, showing that attention mechanisms help the
model focus on the most discriminative segments of traffic sequences [14].

A. Research Gap

Despite considerable progress, several research gaps remain in the current literature. First, most existing
studies evaluate either spatial (CNN) or temporal (LSTM) deep learning components in isolation, without fully
exploiting the complementary strengths of both architectures for intrusion detection. Second, many proposed
models are evaluated on a single benchmark dataset, such as NSL-KDD or CICIDS2017 alone, limiting the
generalizability of the reported results across diverse attack categories and network conditions. Third, relatively
few studies report inference latency and computational overhead alongside detection accuracy, despite these being
critical factors for real-time cybersecurity deployment. To address these gaps, this paper proposes a hybrid CNN-
LSTM framework evaluated on a combined NSL-KDD and CICIDS2017 dataset, with explicit reporting of
accuracy, latency, and resource consumption. Table I summarizes a comparison between the proposed framework
and representative state-of-the-art approaches.

TABLE I. COMPARATIVE ANALYSIS OF PROPOSED FRAMEWORK WITH STATE-OF-THE-ART

NIDS APPROACHES
Real-Time eyt
Method Dataset Capability Limitations
Kumar & Singh (2021) [3] Random Forest NSL-KDD Partial Manual feature engineering; no
temporal modeling
Vinayakumar et al. (2019) [4] Deep Neural Network NSL-KDD No Limited attack-type granularity
Kim et al. (2020) [6] CNN CICIDS2017 Partial No temporal sequence modeling
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Real-Time

Study Method Dataset Capability Limitations
Wang et al. (2022) [7] CNN-LSTM Custom traffic Yes Single dataset; limited class-
imbalance handling
Al-Emadi et al. (2020) [11] GAN + CNN NSL-KDD No High training complexity
. NSL-KDD + Higher training time than shallow
Proposed Framework CNN-LSTM Hybrid CICIDS2017 Yes ML models

III. THEORETICAL BACKGROUND
A. Role of Deep Learning in Intrusion Detection
Deep learning models automatically learn hierarchical feature representations directly from data, reducing
dependence on manual feature engineering that limits the adaptability of classical ML methods. In the context of
intrusion detection, network traffic can be represented as structured flow records containing statistical attributes
such as packet size, duration, protocol type, and byte counts. Deep architectures can learn both the spatial
correlations among these attributes and the temporal evolution of traffic across successive flows, enabling more

accurate identification of complex and evolving attack strategies than approaches relying solely on static feature
thresholds [4].

B. Algorithms Used

Naive Bayes: A probabilistic classifier based on Bayes' theorem that assumes conditional independence among
features. It serves as a lightweight, computationally efficient baseline for intrusion detection tasks [12].

Decision Tree: A rule-based classifier that recursively partitions the feature space using information-gain criteria,
producing an interpretable hierarchical structure for identifying discriminative traffic attributes [3].

Random Forest: An ensemble of Decision Trees that aggregates predictions through majority voting, improving
robustness and reducing overfitting relative to a single tree-based model [3].

Support Vector Machine (SVM): A margin-maximizing classifier that identifies an optimal separating hyperplane
between benign and malicious traffic classes, performing well on high-dimensional flow-based feature sets.
Convolutional Neural Network (CNN): A deep architecture that applies learnable convolutional filters to extract
local spatial patterns from structured input data, effective at capturing correlations among neighboring traffic
features [6].

Long Short-Term Memory (LSTM): A recurrent neural network variant designed to model long-range temporal
dependencies while mitigating the vanishing gradient problem, well suited to capturing sequential attack behavior
across consecutive network flows [5].

Because CNN and LSTM architectures capture complementary spatial and temporal characteristics of network
traffic, they were combined into a single hybrid pipeline for this study. The CNN component first extracts
localized spatial feature patterns from each traffic record, after which the resulting feature maps are passed to the
LSTM component, which models sequential dependencies across consecutive flows. This combination allows the
proposed framework to jointly leverage structural and temporal traffic characteristics, resulting in improved
detection accuracy relative to either architecture used independently [7], [9].

IV. PROPOSED METHODOLOGY
The proposed intrusion detection methodology consists of six main phases: dataset collection, data preprocessing,
feature engineering and selection, model training, model evaluation, and deployment through an alert visualization
interface. The overall workflow of the proposed system is illustrated in Figure 1.

A. Dataset Collection

The combined dataset used in this study integrates records from the NSL-KDD and CICIDS2017 benchmark
datasets, which together contain benign traffic and multiple categories of malicious traffic, including Denial-of-
Service (DoS), Probe, Remote-to-Local (R2L), User-to-Root (U2R), and Botnet attacks. Each record is described
by flow-based statistical attributes such as duration, protocol type, source and destination byte counts, connection
flags, and packet-level statistics. Table II presents a sample of the dataset used for model training.

TABLE II. SAMPLE DATASET RECORDS
Duration (s) ‘ Protocol Src Bytes Dst Bytes Label

0.02 TCP 215 3,240 Normal
58.70 TCP 0 0 DoS
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Duration (s) Protocol Src Bytes Dst Bytes
0.01 ICMP 8 0 Probe
120.4 TCP 412 128 R2L

B. Data Preprocessing

Prior to model training, the following preprocessing steps were applied to improve data quality and model
reliability:

Data Cleaning: Records with missing or malformed values were removed to ensure completeness.

Categorical Encoding: Categorical attributes such as protocol type and connection flag were converted into
numerical form using one-hot encoding.

Feature Scaling: Continuous numerical features were normalized using Min-Max scaling to a [0,1] range, which
is particularly important for gradient-based deep learning optimization.

Class Balancing: The Synthetic Minority Oversampling Technique (SMOTE) was applied to mitigate class
imbalance between majority (Normal, DoS) and minority (U2R, R2L) attack categories.

Training-Testing Split: The dataset was partitioned into training and testing subsets using stratified sampling with
an 80:20 ratio to preserve class distribution.

C. Feature Engineering and Selection

Information-gain based feature ranking was used to identify the most discriminative attributes and reduce the
dimensionality of the original 41-feature NSL-KDD schema combined with CICIDS2017 flow features. Highly
correlated redundant features (correlation coefficient greater than 0.90) were removed to reduce multicollinearity.
This process yielded an optimal set of 22 flow-based features. Table III lists the top-ranked features identified
during this process.

TABLE III. TOP FEATURES BY INFORMATION GAIN RANKING

Feature Name Importance Score
Same-Service Rate 0.21
Destination Bytes 0.18
Connection Duration 0.15
Count (Connections to Same Host) 0.13
Protocol Type 0.10

D. Model Training

The proposed CNN-LSTM hybrid model was implemented with an initial 1D convolutional layer (64
filters, kernel size 3) followed by max-pooling, feeding into two stacked LSTM layers (128 and 64 units
respectively) and a fully connected softmax output layer for multi-class classification. The model was trained
using the Adam optimizer with a learning rate of 0.001, categorical cross-entropy loss, a batch size of 128, and
early stopping based on validation loss over a maximum of 50 epochs. Baseline classical ML models (Naive
Bayes, Decision Tree, Random Forest, SVM) were trained using Scikit-learn with hyperparameters tuned via
GridSearchCV and five-fold cross-validation, while standalone CNN and LSTM baselines were trained using the
same architecture and optimizer configuration as their respective components in the hybrid model, to ensure a fair
comparison.

E. Model Evaluation

Model performance was assessed using accuracy, precision, recall, F1-score, AUC-ROC, training time,
inference time, false positive rate (FPR), and false negative rate (FNR). These metrics collectively capture both
the predictive quality and operational feasibility of each model for real-time intrusion detection deployment. Table
IV summarizes the performance of all evaluated models on the combined test dataset.

TABLE IV. PERFORMANCE METRIC COMPARISON OF EVALUATED MODELS
AUC- Train Time Infer Time

Algorithm Accuracy Precision Recall F1-Score ROC ) (ins) FPR FNR

Naive Bayes 0.824 0.79 0.81 0.80 0.85 3.1 0.6 0.19 0.16
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AUC- Train Time Infer Time

Algorithm Accuracy Precision Recall F1-Score ROC © i) FPR
Decision Tree 0913 0.90 0.92 0.91 0.93 9.4 0.9 0.10 0.08
Random Forest 0.968 0.96 0.97 0.96 0.98 38.7 35 0.03 0.03
SVM 0.941 0.93 0.94 0.93 0.96 142.6 9.8 0.06 0.05
CNN 0.976 0.97 0.98 0.97 0.98 210.5 4.1 0.02 0.02
LSTM 0.979 0.97 0.98 0.98 0.985 265.9 5.4 0.02 0.02
P“’pissegﬁNN' 0.991 0.99 0.99 0.99 0.994 3182 6.7 0.01 | 001

The Random Forest and both standalone deep learning models achieved strong detection accuracy above
96%, confirming the general suitability of ensemble and deep learning approaches for intrusion detection.
However, the proposed CNN-LSTM hybrid model consistently outperformed all baseline classifiers across every
evaluated metric, achieving the highest accuracy (99.1%) and AUC-ROC (0.994) while maintaining the lowest
false positive and false negative rates. Although the hybrid model required a longer training time (318.2 s) than
the shallow classifiers, its inference time of 6.7 ms per flow remains well within the latency requirements of near
real-time intrusion detection systems.

V. SYSTEM ARCHITECTURE

The architecture of the proposed hybrid CNN-LSTM based network intrusion detection framework is
illustrated in Figure 1. Raw network traffic is first captured as flow records, which are pre-processed through
cleaning, categorical encoding, normalization, and class balancing. The resulting feature vectors undergo
information-gain based feature selection to obtain the optimal 22-feature representation. These features are then
passed through the CNN layer, which extracts local spatial correlations among traffic attributes, followed by the
LSTM layer, which models temporal dependencies across sequential flows. The final classification layer applies
a softmax activation to categorize each flow as normal traffic or a specific attack type. Detected intrusions are
reported through an alert and visualization dashboard, enabling security analysts to monitor network status and
respond promptly to identified threats.

Network Traffic Input
(Raw Packets / Flow Records)

Data Preprocessing
(Cleaning, Encoding, Normalization)

Feature Engineering &
Selection (Information Gain)

Classification Layer
(Softmax: Normal / Attack Type)

Alert & Visualization Dashboard

Fig. 1. Architecture of the proposed hybrid CNN-LSTM network intrusion detection framework.
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VI. EXPERIMENTAL RESULTS
The proposed intrusion detection framework was experimentally evaluated on the combined NSL-KDD and
CICIDS2017 dataset. Classification performance was assessed using standard metrics as described in Section
IV(E), and further analyzed through accuracy comparison, ROC curve analysis, and confusion matrix evaluation.

A. Performance Evaluation

Figure 2 compares the classification accuracy achieved by all evaluated models. The proposed CNN-LSTM hybrid
model achieved the highest accuracy of 99.1%, outperforming the standalone LSTM (97.9%) and CNN (97.6%)
models, as well as the classical ML baselines. These results confirm that combining spatial and temporal deep
learning components yields a measurable performance improvement over models that capture only one type of
feature relationship.

Classification Accuracy of Evaluated Models

100 - - 99.1%
97.9%
96.8% 97.6% °

95 4 94.1%
91.3%
90

Accuracy (%)

85 1
82.4%

80

Naive Decision Random SVM CNN LSTM Proposed
Bayes Tree Forest CNN-LSTM

Fig. 2. Classification accuracy of the evaluated machine learning and deep learning models.

B. ROC Curve Analysis

Receiver Operating Characteristic (ROC) analysis was performed to evaluate each model's discriminative
capability across varying decision thresholds. As shown in Figure 3, the proposed CNN-LSTM model achieved
the highest Area Under the Curve (AUC) of 0.994, followed closely by the standalone LSTM model at 0.985. The
Decision Tree classifier exhibited comparatively lower discriminative power, confirming the benefit of combining
ensemble and deep sequential learning for intrusion detection.
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Fig. 3. ROC curve comparison of selected evaluated models.
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C. Confusion Matrix Analysis

Figure 4 presents the confusion matrix obtained for the proposed CNN-LSTM model on the held-out test set. The
model correctly classified the overwhelming majority of both normal and attack traffic instances, with a small
number of misclassifications concentrated among rare minority attack categories such as U2R, which remain
challenging due to their limited representation in the training data even after SMOTE-based balancing.

Confusion Matrix — Proposed CNN-LSTM Model

Normal

Actual Label

Attack A

Normal Attack
Predicted Label

Fig. 4. Confusion matrix of the proposed CNN-LSTM model on the test dataset.

D. Computational Complexity Analysis

The Random Forest classifier required 38.7 s for training with an inference time of 3.5 ms per flow,
reflecting its relatively low computational overhead. The standalone CNN and LSTM models required 210.5 s
and 265.9 s for training respectively, while the proposed hybrid CNN-LSTM model required 318.2 s for training
due to its combined architecture. Despite this higher training cost, the proposed model achieved an inference time
of 6.7 ms per flow, corresponding to a throughput of approximately 149 flows per second, which is sufficient for
near real-time network monitoring in typical enterprise deployment scenarios. Memory profiling indicated that
the hybrid model required approximately 340 MB during inference, a modest overhead relative to the substantial
accuracy gains achieved.

E. Limitations

Despite the encouraging results, several limitations should be noted. First, the experiments were
conducted using the NSL-KDD and CICIDS2017 datasets, which, although widely used benchmarks, do not fully
capture the characteristics of encrypted traffic or attacks emerging after their release. Periodic retraining with
updated traffic data would likely be necessary for sustained real-world effectiveness. Second, minority attack
categories such as U2R remain difficult to detect reliably even with SMOTE-based balancing, indicating a need
for further research into specialized minority-class learning techniques. Third, the higher training time of the
hybrid model, relative to shallow classifiers, may present a constraint in resource-limited deployment
environments, although this cost is incurred only during offline training and does not affect real-time inference
latency.

VII. CONCLUSION

This paper presented a hybrid CNN-LSTM based deep learning framework for network intrusion
detection that jointly leverages spatial and temporal characteristics of network traffic to achieve high classification
performance. By combining convolutional feature extraction with LSTM-based sequence modeling, the proposed
framework effectively addresses the limitations of models that consider only one type of feature relationship. An
information-gain based feature selection strategy reduced the feature space to 22 highly discriminative attributes,
improving computational efficiency while preserving detection accuracy. Experimental evaluation on the
combined NSL-KDD and CICIDS2017 dataset demonstrated that the proposed framework achieved a
classification accuracy of 99.1%, outperforming Naive Bayes, Decision Tree, Random Forest, SVM, standalone
CNN, and standalone LSTM baselines across all evaluated metrics, while maintaining an inference latency
suitable for near real-time deployment. Future work will explore transformer-based architectures to further
improve resilience against sophisticated and evolving attack patterns, investigate incremental and online learning
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strategies to adapt the model to shifting network conditions, and extend evaluation to encrypted traffic and live
network testbeds to validate real-world deployment feasibility.
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